NMHOOPMALMOHHASA NMAMATKA
And ObYYAIKOLWKUXCA And PASMELLEHUA
HA O®UUUAJIbHbIX MUHTEPHET-PECYPCAX

C KakabIM rogom MOSOAEXN B UHTEPHETE CTAaHOBUTLCA 60nblue, a LWKOMNbHUKMA OOHN U3
caMbIX aKTMBHbIX Nonb3oBaTenen PyHeta. Mexay TemM, NOMUMO OrpPOMHOIO KONn4ecTBa
BO3MOXXHOCTEWN, MHTEPHET HeceT M Npobnembl. ATa NnamsaTka AOMKHA NOMoYb Tebe
©e3onacHoO HaxoAuUTbCA B CETW.

KomnbloTepHble BUPYChI

KomnbloTepHbIN BUPYC - 3TO Pa3HOBUOHOCTb KOMMbIOTEPHbLIX MpOorpaMm,
OTNIMYUTENBHOM OCOBEHHOCTBIO KOTOPOWN ABMASIETCS CNOCOBHOCTb K pa3MHOXeEHMIO. B
[OMOMHEHWE K 3TOMY, BUPYCbl MOTYT MOBPEeaUTb UMK NOSTHOCTBIO YHUYTOXUTL BCE
drannbl N gaHHbIe, NOAKOHTPOSbHbIE MOMb30BaTENO, OT UMEHN KOTOPOro Bbiia
3anyLleHa 3apaxeHHasi nporpammMa, a Takke noBpeanTb UIn Aaxe YHUYTOXUTb
ornepaumoHHy0 CUCTeMY CO BCeMun dparnamu B Lenom. B 6onblnHCTBE criydyaeB
pacnpoCTPaHATCA BUPYCbl YEPE3 MHTEPHET.

MeToab! 3aWuTbl OT BPEAOHOCHbLIX NPOrpaMm:

1. Micnonb3yn coBpeMeHHble ornepauyoHHbIE CUCTEMbI, UMEIOLLNE Cepbe3HbIN YPOBEHDb
3aWMTbl OT BP€AOHOCHbIX Mporpamm;

2. [oCTOSAAHHO ycTaHaBnNuBam nayT (LMdpoBble 3annaTku, KOTopble aBTOMaTUYECKN
yCTaHaBMMBAaOTCA C LiENbio 4opaboTkn nporpaMmmbl) 1 apyrne o6HOBNEHUS CBOEN
onepaumnmoHHon cnuctemMbl. CkaunmBam Ux TONbKO C odouUManbHOro canta paspaboTynka
OC. Ecnu cyliecTByeT pexum aBToMaTUYeCKOro 0OHOBMEHNS, BKIOYN ErO;

3. PaboTan Ha cBOEM KOMMbLIOTEPE NOA NpaBamMu NONb30BaTENS, a He
agMUHUCTpaTopa. OTO He NO3BONUT BOSLLUMHCTBY BPEAOHOCHLIX MporpamMm
WMHCTannMpoBaTbCs Ha TBOEM NEPCOHaNIbHOM KOMMbLIOTEPE;

4. Vlcnonb3yn aHTUBMPYCHblE NporpaMMHble NPOAYKTbl M3BECTHbLIX NPOM3BOAUTENEN, C
aBToMaTu4yecknum obHoBneHnem 6as;

5. OrpaHunyb om3nyeckmii 4OCTYN K KOMNbIOTEPY ANt NOCTOPOHHUX ML,

6. cnonb3yn BHeLWWHWe HocuTenu nHopmaLmm, Takme Kak doreLuxka, ANCK unu amn na
WHTEePHETA, TONbKO U3 NPOBEPEHHbLIX UCTOYHUKOB;

7. He oTKpbiBan KOMNbLIOTEPHbIE (halnnbl, NONyYeHHbIe N3 HEHaOEXHbIX MICTOYHUKOB.
[axe Te cannbl, KOTOpble Npucnan TBON 3HaKOMbIW. Jlydlle yTOYHW Y Hero, oTnpaBnan
1 OH Tebe unx.

Cetu WI-FI

Wi-Fi - aT0O He BMA Nepefayn gaHHbIX, HE TEXHOMNOMS, a BCero nuwb 6peHa, mapka.
Ewe B 1991 rogy HMaepnaHackaa komnaHms 3apernctpuposana 6perHg "WECA", uto
obos3Havano cnosocoyeTaHue "Wireless Fidelity", koTopbi nepeBoanTcs Kak
"GecnpoBogHas TOYHOCTL".

[o Hawero BpemeHn gowna gpyras abbpesnartypa, KoTopas SABNAETCA TakOM e
TexHonoruen. 3to abbpesmatypa "Wi-Fi". Takoe Ha3BaHue ObINIO 4aHO C HAMEKOM Ha
cTaHdapT BbicLwen 3BykoBon TexHukn Hi-Fi, 4To B nepeBoae o3Ha4vaeT "BbiCOKad
TOYHOCTBL".



[a, 6ecnnaTHbIN MHTEPHET-A0CTYN B Kadbe, OTeNsx 1 a3ponopTax ABMAsSeTCst OTIIMYHON
BO3MOXHOCTbIO BbIXOAa B MHTEPHET. HO MHOIrMe aKcnepThbl CYMTAIOT, YTO
obwepoctynHble Wi-Fi ceTn He aBnstoTca 6e3onacHbIMU.

CoseTbl No 6e3onacHocTv paboTbl B 06WwenocTynHbIX ceTax Wi-fi:

1. He nepegaBan cBOW nNn4Hyto nHdopmaumio Yepes obwenoctynHblie Wi-Fi cetw.
PaboTtas B HuX, xenaTtenbHO He BBOAUTb Naposiv A0CTyna, JIOrMHbl U Kakme-To HOMepa,;

2. cnonb3yn 1 06HOBNAN aHTUBUPYCHbIE NporpaMmbl U BpaHamayep. Tem cambiM Tbl
obesonacuib cebs OT 3aKayku BUpyca Ha TBOE YCTPOWCTBO;

3. Mpu ucnonesosaHuun Wi-Fi otkntoumn dyHkumio "O6wmi goctyn K pannam u
npuHtepam". laHHaa PyHKUKNA 3aKpbiTa N0 YMONYaHUO, OAHAKO HEKOTOpPbIE
nonb3oBaTeNu akTUBMPYIOT ee AN yaobcTea Mcrnonb3oBaHns B paboTe unm yyebe;

4. He ncnonesyn nyonunydbin WI-FI ana nepefgayv nnyHbIX gaHHbIX, HAanpumep ass
BbIX04a B cOUManbHbIE CETU UMK B 3NIEKTPOHHYIO MOYTY;

5. icnonb3yn TonbKo 3awueHHoe coegmHeHne vyepes HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoan UMeHHo "https://";

6. B MmobunbHoM TenedoHe oTknoun gyHkumio "lMogkntoyenune k Wi-Fi
aBTomMartmyeckun". He gonyckam aBToMaTUYECKOro NOAKMKYEHNA YCTPOMUCTBA K CETAM
Wi-Fi 6e3 TBOErO cornacus.

CouuanbHble ceTu

CoumanbHble CeTU akTUBHO BXOASAT B HaLLy XXW3Hb, MHOTME ntoav paboTaroT U XUBYT
TaM NOCTOSAHHO, a B Facebook yxe 3apernctpupoBaH Munnunapg YenoBek, 4YTo
ABMSIETCA OQHOW CeabMOW BCeX Xuternen nnaHetol. MHOrne nonb3oBaTenuv He
NOHMMAIOT, YTO MHAPOPMALMS, pasMeLLeHHasa UMW B coumaribHbIX CETAX, MOXET ObiTb
HangeHa n ncnonb3oBaHa KeM YrogHo, B TOM Yucrie He obasaTtensHo ¢ bnarumm
HaMepeHNaMN.

OcHoBHble coBeTbI N0 6e30NacHOCTN B coLMarnbHbIX CETAX:

1. OrpaHunyb cnncok gpysen. Y 1ebs B Apy3bsaxX He JOMKHO ObITb CriyvarHbIX 1
He3HaKOMbIX JTIOOEWN;

2. 3awmLlan cBO YacCTHYH Xn3Hb. He ykasbiBan naponu, TenedoHsl, agpeca, gaty
TBOEro POXAEHUS U APYIYIO JIMYHYIO MHPOPMaLMIO. 3M0YMbILLIEHHUKN MOTYT
NCNoSb30BaTh Aaxe MHAOPMALMIO O TOM, KaK Tbl U TBOM POAUTENM NNaHMpyeTe
NPOBECTU KaHUKYbI;

3. 3awumian ceolo penyTaumio - 4epXKu ee B YACTOTe U 3aaaBali cebe Bonpoc: XoTen
Obl Thbl, YTOObI ApYyrMe nonb3oBaTeny BUAENN, YTO Thl 3arpyxaellb? Moayman, npexae
4yeM YTO-TO onybnMKoBaTb, HanNUcaTb U 3arpy3unThb;

4. Ecnu Tbl FOBOPULLb C MNIOAbMU, KOTOPbIX HE 3Haellb, HE UCMONb3YI CBOE pearbHoe
MUMSI U OPYrYIO NIMYHY0 MHAOPMALIMK: UMS, MECTO XXMUTENbCTBA, MECTO y4ebbl 1 Npoyee;

5. N3b6eran pasmeweHus goTtorpadcduin B IHTepHeTe, rae Tbl M300paXkeH Ha MECTHOCTH,
MO KOTOPOW MOXXHO OnpeaenTb TBOE MECTOMONOXEHNE;

6. NMpwu pernctpauum B coumanbHOM ceTn HeobXoANMO UCMNONb30BaTb CIOXHbIE NapOony,
cocrosime 1n3 BykB 1 LUMpP N C KONNYECTBOM 3HAKOB HE MeHee 8;



7. lns coumanbHOM CeTU, NOYTbl U APYrMX CauToB HEOHXO4MMO NCMNONb30BaThb pasHble
naponu. Toraa ecnu Teb5 B3nomMatoT, TO 3fI0YMbILLSIEHHMKM NOMyYaT OCTYN TOMbKO K
O[HOMY MeCTY, a He BO BCce cpaay.

SﬂeKTpOHHbIe OEHbIn

ONEeKTPOHHbIE OEHbIM - 3TO OYeHb YAOOHbIN cnocob nnaTexemn, OAHaKo CyLLEeCTBYIOT
MOLLIEHHWKM, KOTOPbIE XOTAT MOMYYNTb 3TN OEHbIN.

SﬂeKTpOHHbIe OeHbrv nodaBusinCb coecem HeaaBHO U UMEHHO 1N3-3a 3TONro BO MHOIMMX
rocygapcrteax o CMX nop He rnporncaHo npo HMX B 3aKOHax.

B Poccun xe oHM OyHKUMOHUPYIOT N O HUX Y>Ke MPONUcaHo B 3aKOHe, rae ux
pas3nensatT Ha HECKOSbKO BUAOB - aHOHMMHbIE U HE aHOHMMHbIE. PasHuua B TOM, YTO
aHOHUMHbIE - 9TO Te, B KOTOPbIX pa3peLlaeTcs NpoBoauTb onepaumn 6es
naeHTMdrKaummn Nnonb3oBaTens, a B HEaHOHUMHbIX MAEHTUdUKaUMSA Nonb3oBaTens
ABnseTcs obA3aTenbHOMN.

Takxe criegyeTt pasnuyaTh 3NEKTPOHHbIE PUaTHbIE AeHbI (paBHbI FOCYAapCTBEHHbIM
BarnTam) 1 ANEeKTPOHHblE HedomaTHble OeHbI (He paBHbI FOCy4apCTBEHHbLIM
BanTam).

OcHoBHble coBeTbl No 6e3onacHoi paboTe ¢ 3NEeKTPOHHLIMWU AEHbramu:

1. MpumBsXM K cHETY MOBUITbHBIN TenedOoH. ITO caMblt yO0OHbIM 1 BbICTPbIA CNOCO0
BOCCTAHOBUTb AOCTYN K c4eTy. [1puBa3aHHbIN TenedoH NOMOXET, ecniv 3abyaellb CBOM
nnaTeXxHbl Naponb UNu 3angellb Ha CanT C HE3HAKOMOro YCTPOMCTBA;

2. Vicnonb3yi ogHopa3soBble nNaponu. Mocne nepexoda Ha YCUNEHHYO aBTOPU3aLnIo
Tebe yxxe He OygeT yrpoxaTb ONacHOCTb KpaXku Uy nepexeara MnraTexXHoro napons;

3. Bbibepwn crnoxHbin naponb. [NpectynHukam 6yaeTt He NpOCTOo yragaTh COXHbIN
naponb. HagexHble naponu - 3To Naponun, KOTopble cogepXaT He MeHee 8 3HaKOB U
BKItOYaoT B cebs1 CTPOYHbIE N NPONUCHbIE BYKBLI, LMPbI N HECKONBLKO CMMBOJIOB,
TaKue Kak 3Hak gonnapa, pyHTa, BocknmuaTenbHbI 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NNYHbIE JaHHbIE HA CalUTax, KOTOPbIM HE JOBepSAeLLlb.
OneKTpoHHas noyTa

ONeKTpOHHAas NoYTa - 3TO TEXHONOIMA U NPeaoCTaBNsAEMbIE €10 YCIyr MO NEPECHINIKE U
NOJSTYYEHMIO 3NEKTPOHHBIX COOBLLIEHNI, KOTOPbIE pacnpenensitoTCa B KOMMNbIOTEPHON
ceTn. OB6bI4HO AMNEKTPOHHbIV MOYTOBLIN AWK BbIrNAANT Crieayowmm obpasom:
UMs_nonb3oBaTenda@umsa_aomeHa. Takke KpoMe nepenaym npocToro TekcTa, MMeeTcs
BO3MOXHOCTb nepefasatb dpaunsibl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe C ANEKTPOHHOM NOYTOMN:

1. Hago BbIGpaTh NpaBuibHbIN NOYTOBbLIV CEPBUC. B MHTEpHETE €CTh OrPOMHbIN BbIOOP
BGecnnaTHbIX NOYTOBLIX CEPBUCOB, OAHAKO Nyylle JOBEPSATb TEM, KOro 3HaeLlb U KTO
nepBbI B PENTUHTE;

2. He ykasbiBan B NIMYHOM NOYTE NUYHY0 nHopmaunto. Hanpumep, nyywe Boibpatb
"My3blkanbHbI_haHat@" unm "pok2013" BmecTo "Tema13";

3. Vicnonb3yn gByxaTanHyo aBTopM3aunto. 3TO Korga NnoMMMO Napons Hy>XHO BBOAUTb
Kog, npucbinaemoin no SMS;



4. Bbibepu CnoxHbli naponb. [ns KaXgoro noYTOBOro fAumka OmKeH OblTb CBOM
HaZeXHbI, YCTOMYMBLIN K B3/TOMY Maporib;

5. Ecnun eCcTb BO3MOXXHOCTb HanmcaTb cCaMOMY CBOW JIMYHbIA BOMNPOC, UCMOSTb3YN 3Ty
BO3MOXHOCTb;

6. cnonb3yn HeCKONbKO MOYTOBbLIX ALWMKOB. [NepBbln AN YaCTHOW Nepenucky ¢
agpecaTtamu, KOTOpbIM Tbl JOBEPSAELLb. JTO SMEKTPOHHbIN agpec He HaJo
MCrnonb3oBaTh NPU perucTpauumn Ha oopymMmax u camrtax;

7. He oTkpbiBan hansnbl U Apyrue BriOoXeHUs B NMCbMax, AaXke ecrnv OHU NpuLu oT
TBOMX ApYy3en. Jlyylle yTOYHM Yy HUX, OTNPaBNSANN Nt OHN Tebe aTn dhannbl;

8. Nocne okoH4YaHMA paboTbl HA NOYTOBOM CepBUCE Nepes 3akpbiTUEM BKNALKU C
canToMm He 3abyab HaxaTtb Ha "BbiTn".

KnbepOynnuHr nnu supTyanbHoe n3geBaTenbCTBO

KnbepbynnuHr - npecrnegoBaHne coobLleHnsamMu, cogepxammMmm ockoponeHuns,
arpeccwuio, 3anyrmBaHue; XynmraHcTeo; counanbHoe BOMKOTUPOBAHMNE C MOMOLLIbIO
PasfnmnYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6bopbbe ¢ KnbepbynIMHrom:

1. He 6pocaiics B 6on. Jlyywmin cnocob: nocoBeToBaTbCs Kak cebst BECTU U, eCnn HeT
TOro, K KOMy MOXXHO 06paTUTbCS, TO BHa4are ycrnokountbes. Ecnn Tl HavHelb
oTBeYaTb OCKOpOneHnsaMN Ha ockopbneHust, To ToMbKO ele 6onblie pasoxokeLlb
KOHQOINKT;

2. Ynpasnsu cBoen kubeppenytaumnen;

3. AHOHMMHOCTb B CETU MHUMaS. CyLLl,eCTByIOT Cnocobbl BbISICHUTb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM;

4. He cTouT BECTU XyNUraHckuii obpas BUpTyanbHOM Xu3Hu. IHTepHeT omkcupyeT Bce
TBOM AENCTBUS U COXpPaHSeT nx. Yaanutb nx 0yget kpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBo BUPTYarbHY YeCTb CMOSIOAY;

6. IrHopupyi eauHmnYHbIN HeraTtve. OaHOpa30Bble OCKOPOUTENbHbIE COOBLLEHMS
nydwe urHopmposatb. OGbIMHO arpeccusi npekpallaeTcs Ha HayanbHOW cTaauy;

7. ban arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOBLLEHNAMN, B
coumarnbHbIX CETSX €CTb BO3MOXHOCTb BITIOKMPOBKM OTNPaBKM COOBLLIEHWI C
onpeneneHHbIX agpecos;

8. Ecnu Tbl cBuaeTens knbepbynnuHra. TBoM AENCTBUS: BbICTYNUTb NPOTUB
npecnegoBaTens, NokasaTb eMy, YTO ero 4ENCTBUSA OLEHMBAKTCHA HEraTUBHO,
noagepkaTb XepTBY, KOTOPOWN HY>XHa NCUXONOrnyeckasi NoOMoLLb, COOBLLNTE B3POCHbIM
0 hakTe arpeccmBHOro NOBEAEHNS B CETMU.

MoOunbHbIM TENedoH

CoBpeMeHHble cMapTdOoHbI 1 NaHLLeTbl coaepxaT B cebe BNomnHe B3pOChbliii
dbyHKUMOHAT, 1 Tenepb OHW MOTYT KOHKYPMPOBaTh CO CTaLMOHapPHLIMU KOMMbIOTEPaMMU.
OpHako, CpeAcTB 3alUMTbl AN NogobHbIX YCTPOWUCTB Noka oYeHb Mano. TecTupoBaHue



M NOWCK YSI3BUMOCTEN B HUX NMPOUCXOOUT HE Tak MHTEHCMBHO, kak ans MK, To e camoe
KacaeTcsi U MOBUMbHBLIX MPUIOXEHWUNA.

CoBpeMeHHble MOOUIbHbIE Bpay3epbl yXKe NpakTUYEeCKN SOrHann HacTonbHbIe
aHanoru, ogHako paclmpeHue yHKLMoHana BreyeT 3a cobon 6onbLUY CIIOXHOCTb U
MEHbLLUYIO 3aLUULLIEHHOCTb.

[laneko He Bce npon3BoanTesin BbiMyCKaroT obHoBnEHNS, 3aKkpblBawOLWne KputTn4eckne
yA3BUMOCTU A1 CBOUX yCTpOVICTB.

OcHoBHble coBeTbl Ana 6e3onacHOCTM MOBULHOIO Te]'le(bOHaZ

Huuero He siBnsieTcst no-HacTosiwemy 6ecnnaTtHeiM. Byab ocTopoxeH, BeAb korga tebe
npeanaratoT 6ecnnaTHbIi KOHTEHT, B HEM MOTYT ObITb CKPbITbI KAkMe-TO NNaTHble
ycnyru;

Ayman, npexage 4em otnpasutb SMS, ¢ooTo nnmn Bngeo. Tbl TOYHO 3HaeLUb, Ae OHU
OyayT B KOHEYHOM UTOore?

Heobxoanmo o6HOBNATL OnepaunoHHY0 CUCTEMY TBOEro CMapTdOHa;
Mcnonb3yn aHTUBMpPYCHbIE NporpamMMbl 451t MOBUIbHBIX TENEOHOB;

He 3arpyxai npunoXxeHns oT HEM3BECTHOTO MCTOYHMKA, BeOb OHWU MOTYT coaepaTb
BPEAOHOCHOE NporpammHoe obecneveHue;

Mocne Toro Kak Tbl BbINAELWb C CanTa, rae BBOAWN JIMYHYIO MHOpMaUuio, 3anau B
HacTpownkn bpaysepa n yganm cookies;

rlepI/IO,EI,I/I‘-IeCKVI I'IpOBGpFII7I, Kakune nrnaTtHble YCInyrn aktTuBupoBaHbl Ha TBOEM HOMEPE,

[aBan ceor HoMep MOBUITLHOIO TeneoHa TONLKO NIASM, KOTOPbIX Thl 3HaELb 1 KOMY
aosepsiellb;

Bluetooth gomkeH ObITb BbIKMOYEH, KOr4a Tbl UM HE Nonb3yelbes. He 3abbiBan nHorga
NpPoOBEPSATb 3TO.

Online wvrpbl

CoBpEeMEHHbIe OHMaNH-Urpbl - 3TO KPACOYHbIE, 3aXBaTbIBAKOLNE pa3BIieYeHus,
ob6beaunHsIIoLLMe COTHM ThiCsY YenoBeK No BceMy Mupy. Mrpokn nccnenytot 4aHHbIR UM
MUp, O6LLLaKTCS APYr C APYrOM, BbINOSMHAT 3a4aHus, CPpaXkaloTCsl C MOHCTpamMu v
nonyyatoT onbIT. 32 y4OBOMbCTBME OHWU MAATST: NOKYNakT AMCK, OnnavynBatoT
aboHeMeHT unu npuobpeTaloT Kakmne-To onumun.

Bce atn cpenctea nayT Ha nogaepxaHme n pa3snuTtue Urpbl, a Takke Ha camy
6e30nacHoOCTb: COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPM3aLI, BbllMYyCKAOTCA HOBbIE NATHU
(Lll/l(*)pOBbIe 3annaTtkm an4d nporpaMM), 3aKpbIBakTCA YA3BMMOCTU CEPBEPOB.

B nogoOGHbIx nrpax CTouT ornacaTtbCA HE CTOJIbKO CBOUNX COMEPHUKOB, CKOJIbKO KpaXkun
TBOEro naporsd, Ha KoOTopoM OCHOBaHa CUCTeEMa aBTOpU3aLnn OonblMHCTBA urp.

OcHoBHble cOBETLI N0 6€30MacHOCTM TBOEro MrpoBOIro akkayHTta:

1. Ecnu gpyron urpok Beget cebs nnoxo unu cosgaeT Tebe HeENPUATHOCTK, 3abnOKMpYK
€ro B CMNCKEe UTrPOKOB;



2. MNoxanynca agMUHUCTpaTopam Urpbl Ha Noxoe noBefeHne 3Toro Urpoka,
XenaTenbHO NPUNOXWUTb KakMe-To JoKa3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan niM4Hyt0 MHopMaLmio B npodansie urpbl;
4. YBaxawn gpyrmx y4aCTHUKOB MO Urpe;

5. He yctaHaBnuBan HeouumarnbHble NaTin n Mogbl;

6. Micnonb3yn crnoxHble 1 pasHble naponu,

7. [laxxe BO BpeMS Urpbl HE CTOUT OTKMOYaTb aHTMBUPYC. [1oKka Thl UrpaeLlb, TBOU
KOMMNbIOTEP MOTYT 3apasunThb.

OUWKHF nnn Kpaa JNTMYHbIX OaHHbIX

O6bl4yHOM Kpaxken AeHer U JOKYMEHTOB CErofHs y>Ke HUKOro He yAMBULLb, HO C
pa3BUTUEM NHTEPHET-TEXHOSOMMI 3MI0YMbILLUNIEHHUKN NEPEMECTUINNCE B UHTEPHET, U
NPOAOSKaT 3aHUMaTbCs "NodnMbIM" genom.

Tak nosiBunacb HoBas yrpo3a: UHTEPHET-MOLLUEHHNYECTBa Uy (OULLKHT, rMaBHas uerb
KOTOPOro COCTOMT B MOSydeHUM KOHUAeHUManbHbIX AaHHbIX Nonb3oBaTenen -
norvHoB 1 naponen. Ha aHrnuickom Asbike phishing yMtaetcs kak dovwmHr (ot fishing -
pblbHas noens, password - naposnb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cneamn 3a cBOMM akkayHTOM. Ecnu Tbl Nogo3peBaellb, YTO TBOSI aHKeTa bbina
B3flOMaHa, To Heob6xoaMmMo 3abnokMpoBaTh ee U COO0LWMTL aAMUHUCTPaTOpaM pecypca
006 9TOM Kak MOXHO CKOpee;

2. MCI'IOJ'Ib3)/I?I ©e3onacHble Beb-canTbl, B TOM YuCre, UHTEepHeT-MarasmHoB ”
NMOUCKOBbLIX CUCTEM;

3. Vicnonb3yi cnoxHble 1 pasHble naponu. Takum obpasom, ecnv Tebst B3nomatoT, TO
3M10yMbILLAEHHWKM NonyYaT AOCTYN TOMBKO K OAHOMY TBOEMY NPOUIIIO B CETU, @ HE KO
BCEM,;

4. Ecnn Te6s B3nomManu, To Heo6X0AMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX,
KoTopble AoGaBneHbl Y Tebs B ApYy3bsiX, O TOM, YTO Tebs B3nomanu 1, BO3MOXHO, OT
TBOEro MMeHU ByaeT pacchbinaTbCs Crnam U CCbINkM Ha PULLMHIOBbLIE CalThl;

5. YcraHoBu HagexHbi naponb (PIN) Ha MOBUnbHbIN TenedoH;
6. OTkntoumn coxpaHeHve napons B 6paysepe;

7. He oTkpbiBan dhansnbl U Apyrue BrioXXeHUs B NMCbMax, AaXke ecrnv OHU NpuLnu ot
TBOUX ApYy3en. Jlyylle yTOYHN Y HUX, OTNPaBNAnu N oHn tebe aTn dannsol.

Lindbposas penyTtaums

Lindbposas penytaumsa - 370 HeraTMBHas Ui NO3NTUBHAA MHpopMauma B ceTu o Tebe.
KomnpomeTupyowaa nHpopmMmauus, pasMmeLLleHHasa B UHTEPHETE, MOXET cepbe3HbIM
obpasom 0TpasnTbCAa Ha TBOEW pearibHOM XN3HW. "LindpoBas penytauma” - 370 TBOM
UMUK, KOTOPbIN hopMmpyeTcsa n3 nHpopmaumm o Tebe B MHTEPHETE.

TBOE MecTO XuTenbcTea, y4ebbl, TBOE (hrHaHCOBOE NONOXEHMEe, 0COBEHHOCTHU
XapakTtepa n pacckasbl 0 61IM3KMX - BCe 3TO HakannmMBaeTCcs B CETU.



MHorne nogpoCTKM NErkoMbICNIEHHO OTHOCATCS K NyGnvKkaumMm nM4Hon nHpopmauumn B
NHTepHeTe, He NOHMMasi BO3MOXHbIX NOCNeacTBUIA. Thl JaXe HEe CMOXeLLUb AoragaTbCs
0 TOM, YTO hoTorpadus, pasmeLleHHas 5 neT Ha3ag, cTana NPUYNHON OTKa3a NPUHATb
Tebsa Ha paborTy.

KommeHTapumn, pasmelleHne TBomx ootorpadomm n gpyrme 4eNcTems MOryT He
NCYE3HYTb AaXke Nocne Toro, Kak Tbl X yaanub. Tbl HE 3HaELUb, KTO COXpaHun aTy
NMHpopmauuio, nonana nm oHa B NOUCKOBbLIE CUCTEMbI U COXpaHUnach v OHa, a
rmaBHOE: YTO NoayMatoT 0 Tebe oKkpyxatowme noan, KoTopble HanayT U yBUOAT 3TO.
Hantn nHdopmaunio MHOro neT CnycTsi CMOXET Nobon - kak 3 Aobpbix NOByKaeHUN,
Tak U C HAMEPEHMEM MPUYUHUTL Bpen. OTO MOXET ObITb KTO YrogHo.

OcCHOBHble coBeTbl MO 3aLUMTe LMGPOBON penyTaumm:

1. Moayman, npexae 4em 4YTo-TO NybrvkoBaTh U NepegasaTth y cebsi B 6nore unm B
coumanbHON CeTu;

2. B HacTporkax npogunst ycTaHOBU OrpaHMYeHns Ha NPOCMOTP TBOEro Nnpodounsa u ero
CoAepXXMMOoro, caenan ero Tofbko "ansa apysen”;

3. He pasmeLlan n He ykasbiBan MHGOPMaLMIO, KOTOpasa MOXeT KOro-nmbo ockopbnaTb
nnNn obmxaTb.

ABTOpPCKOE npaBo

CoBpeMEHHbIEe LLKOSIbHUKM - aKTUBHbIE NOMb30BaTENN LMPOBOro NPOCTPaHCTBA.
OpHako faneko He BCce 3HatoT, YTO NOSNIb30BaHNE MHOMMMK BO3MOXHOCTSIMU LiMdppOBOro
Mupa TpebyeT cobnogeHns nNpaB Ha MHTENNEeKTyanbHyt0 CO6CTBEHHOCTb.

TepMuH "nHTENNEKTyanbHas COBCTBEHHOCTL" OTHOCUTCA K Pa3nMyHbIM TBOPEHUAM
4YerioBeYeCKOro yma, HauymHasi C HoBbIX M300peTeHnn 1 3HakoB, 0603HaYaKLLMX
COBCTBEHHOCTb Ha NPOAYKTbI M YCIYrK, U 3aKaH4MBasa KHUramu, ootorpausamu,
KWHO(UIIbMaMKN 1 My3blKasibHbIMU MPOU3BEAEHNAMM.

ABTOpCKME NpaBa - 3TO NpaBa Ha UHTENNEeKTyanbHyt cCOOCTBEHHOCTb HAa NPOU3BEAEHUS
Hayku, nMTepaTypbl U UCKyccTBa. ABTOPCKME NpaBa BbICTYNalOT B KAYECTBE rapaHTum
TOro, YTO UHTENNEeKTyanbHbIA/TBOPYECKUA TPYa aBTopa He ByaeT HanpacHbIM, AacT eMy
crnpaBeasnvBble BO3MOXHOCTU 3apaboTaTb Ha pesyrbTaTtax CBOero Tpyaa, nonyyYnTb
N3BECTHOCTb W Npu3HaHune. HukTo 6e3 paspelleHns aBTopa He MOXXeT BOCNPOM3BOAUTb
€ro npovsBefeHne, pacnpocTpaHsTb, NyGNNYHO AEMOHCTPUPOBaTL, NpoaaBaThb,
MMMNOPTUPOBATb, NycKkaTb B NPOKaT, NyGIIMYHO UCMONHSTL, NOKa3blBaTb/UCMOMHATL B
adupe unu pasmellaTb B VIHTepHeTe.

cnonb3oBaHue "nnpaTckoro” nporpaMMHOro obecneyeHmss MoXXeT NPUBECTU K MHOMMM
puckam: OT NoTepu AaHHbIX K TBOMM akkayHTam 00 6NOKMPOBKM TBOErO YCTPOWCTBA, rae
yCTaHOBIIeHa HeneranbHas nporpamma. He ctout Takke 3abbiBaTb, YTO CyLLECTBYHOT
neranbHble U 6GecnnaTHble NPOorpaMmbl, KOTOPbIE MOXXHO HAWTK B CETU.

O noprane

CeTeBUYOK.p - TBOM rMaBHbIM COBETYUK B CETU. 34€Cb Thbl MOXeLLUb Y3HaTb O

6e30nacHOCTM B CETU NOHATHBIM M AOCTYMHbLIM A3bIKOM, @ NPU BO3HUKHOBEHUU
KPUTUYECKON CUTyaumm obpaTuTbCs 3a COBETOM. A Takke NPUHSATbL ydacTue B

KOHKypCax 1 cTaTb camMbIM LUPPOBLIM rpaxgaHnuHom!



